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Executive Summary

Every major modern technology transition has been gated by physical input, such as
coal, oil, or silicon. Critical materials gate the current transition.

Rare earth magnets, gallium, germanium, tungsten, tantalum, molybdenum, lithium, and copper now determine
whether a company or a country can build the Al infrastructure, defense systems, semiconductors, and clean
energy capacity that define twenty-first-century industry. Access to those materials is concentrated in a small
number of countries, the chief among them being China, which controls roughly 90 percent of global rare earth
processing, 98 percent of primary gallium refining, and the majority of germanium refining capacity.

~90% 98% Jan 1, 2027

of global rare earth processing is of primary gallium refining is controlled by structural cutoff for covered-nation
controlled by China China waivers under EO 14415

That concentration is now driving one of the most active waves of industrial policy in decades and one of the
most consequential shifts in defense and commercial procurement practice. Executive Order 14415 (“Securing
America’s Defense Supply Chains and Ensuring Domestic Acquisition of Critical Materials”) is a visible, enforceable
expression of this shift for the U.S. defense industrial base. The practices it mandates, such as raw-material-origin
traceability, continuous supplier vetting, pre-qualified alternatives, and audit-ready evidence, are quickly
becoming the operating standard that every company with material exposure must meet, regardless of industry,
customer, or nationality.

This paper is written for a broad set of stakeholders navigating that shift: prime contractors managing program-
level exposure across dozens of platforms; Tier 2 and Tier 3 manufacturers absorbing flow-down requirements
from every prime they serve; analysts and consultants advising clients on supply chain risk; and investors and
funds underwriting the resilience of portfolio companies and national supply chain infrastructure. It explains why
materials resilience has become a strategic issue, how governments are responding through sovereignty-oriented
investment, where the defense-specific rule fits into that picture, what the technical gap looks like between
legacy supplier mapping and true multi-tier illumination, and what capability set every organization needs to
compete in a materials-constrained decade.

The paper also reports early results from the XTRIUM Defense Materials Readiness Index. Of the 106 specialist
suppliers scored through September 23, 2026, the median readiness score is 32 out of 100, and 65 show both
limited supplier illumination and limited alternate-source readiness, which indicates that the multi-tier visibility
EO 14415 requires is not yet widely in place.

XTRIUM | Materials Intelligence 3
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01 Materials Resilience Is Now a Strategic Issue

For most of the last thirty years, materials sourcing was treated as a procurement function. The goal was to find
the lowest-cost, most reliable supplier and move on. That model worked because global supply chains were
stable, processing capacity was sufficiently distributed to foster competition, and no single country had enough
leverage to disrupt markets through policy choices.

Three forces have converged to change the calculus:

Demand Growth Processing as a Choke Government

Al infrastructure alone is projected to Point Weaponization

increase gallium demand by roughly China refines roughly 90 percent of Export licensing delays, quotas, and
85 percent and germanium demand the world’s rare earths and holds a outright restrictions have turned
by 37 percent by 2033, adding a new, similarly dominant position in gallium commercial dependency into a
fast-growing consumption curve to and germanium. Materials mined geopolitical lever, used deliberately
already tight markets. elsewhere typically still travel through and repeatedly.

Chinese processing before reaching a
factory floor.

The result is that access to materials now functions less like a commodity market and more like an energy market:
price matters, but availability, diversification, and the political reliability of supply matter more. The International
Energy Agency’s 2026 Global Critical Minerals Outlook frames this directly, describing critical materials as
underpinning “several energy technologies as well as other industries of strategic importance such as high-tech
manufacturing, Al and digital systems, and aerospace and defense.” A country or company that cannot secure
reliable, diversified access to these materials cannot execute its technology roadmap.

02 Material Sovereignty: How Governments Are
Responding

Governments have responded with a wave of investments that go beyond traditional trade policy. The pattern is

regionally consistent: build domestic extraction and processing capacity where feasible, lock in preferential access

to allied and partner-country supply where domestic capacity is not feasible and create sovereign financial
instruments that reduce exposure to any single point of failure.

XTRIUM | Materials Intelligence 4
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EXHIBIT 1

Illustrative sovereignty investments, 2025—-2026

Country / Bloc Action Scale
United States Critical Minerals Ministerial; bilateral frameworks with $30B+ supported projects; Japan pledged
Australia, Japan, Saudi Arabia, DRC, Mexico, Argentina; Pax S550B in related U.S. investment

Silica initiative

Canada Critical Minerals Resilience and Production Alliance (G7- $19.2B catalyzed across 69 partnerships
launched); bilateral MOUs with Japan, France, Germany, South
Korea

European Union Critical Raw Materials Act; 47 strategic projects; partnerships €22.5B identified capital; target to cut
with 15 resource-rich countries import dependency up to 50% by 2029

United Kingdom 2025 Critical Minerals Strategy: extraction, refining, recycling Target: 10% of national demand met
as sovereign capability domestically; defense stockpiling

G7 (collective) Statement on accelerating investment for critical minerals Blended finance, demand aggregation,
resilience, signed by Airbus, Goldman Sachs, JP Morgan and risk-sharing across members
others

India Bilateral agreements with Germany, Australia, Japan; active Focus on lithium, rare earths, and access
talks with Brazil, Canada, France, Netherlands to processing technology.

Source: Government and industry announcements, 2025-2026; see Selected References.

No country wants to depend on a single foreign source for the
materials that sustain its economy and security.

What unites these efforts is a shared conclusion. No country wants to depend on a single foreign source for the
materials that sustain its economy and security, and no country can build sufficient domestic capacity fast enough
alone to eliminate that dependency in the near term. The practical approach has been a hybrid of diversifying
supply across multiple trusted partners, investing directly in mining and processing capacity abroad and at home,
and building financial instruments that provide a buffer while capacity comes online. Canada’s C$2 billion Critical
Minerals Sovereign Fund and the U.S.—Abu Dhabi Orion Critical Mineral Consortium are two examples of this
financial layer in action. Material sovereignty recognizes that controlling or accessing the physical inputs to
modern technology is now inseparable from national economic and security strategy.

03 The Regulatory Inflection: From Lists to
Enforceable Traceability

Federal supply chain security policy has evolved through successive stages: initial critical mineral lists focused on
geological and import risks; broad commercial supply chain reviews across semiconductors and pharmaceuticals;
processing and derivative-product assessments for midstream refining; and targeted determinations for
recoverable critical materials. Executive Order 14415 establishes the operational enforcement layer for these
precedents, directly linking defense procurement eligibility to full-chain provenance.

XTRIUM | Materials Intelligence 5
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EXHIBIT 2

U.S. supply chain security policy has moved from lists to enforcement

Identify Critical Minerals )

Broad Supply Chain
Reviews

Source: XTRIUM analysis of federal supply chain policy.

Processing & Derivative
Products

Mandatory Illlumination +

iBOM (EO 14415)

Core Provisions and Their Commercial Parallel

Provision

Multi-Tier Illumination
(180-day rule)

The Indentured Bill of
Materials (iBOM)

Evidentiary Burden

What EO 14415 requires

Defense acquisition authorities must enforce
comprehensive mapping across all tiers of
critical supply chains, including hardware, raw
materials, sub-assemblies, and mission-critical
software/services.

Contractors must generate parent-child
hierarchical maps linking final deliverables to
Tier-N components, intermediate
alloys/precursors, refiners, smelters, and
original extraction sites.

Statutory waivers for covered materials, such as
NdFeB and SmCo magnets, tungsten heavy
alloys, tantalum, and molybdenum, from
covered nations (China, Russia, North Korea,
Iran) are subject to a structural cutoff by
January 1, 2027. Asserting “non-availability”
requires auditable ongoing efforts to qualify an
alternative.

The commercial parallel

Customers, insurers, and auditors are
increasingly asking manufacturers the same
question, regardless of any federal mandate.

Any company reliant on gallium, germanium,
cobalt, or rare-earth-derived components faces
the same mapping problem when a supplier is
disrupted.

This is precisely the burden of proof that
insurers, lenders, and boards are increasingly
expecting in supply chain risk disclosures.

EXHIBIT 3

EO 14415 compliance timeline

Date Requirement

October 18, 2026
January 1, 2027
January 16, 2027
~April 2027
December 18, 2027

Recurring through 2028

Strategy published to accelerate the qualification of new domestic and allied sources

Non-availability waivers require an approved mitigation plan.

Supply chain mapping and vetting policy guidance is due.

Implementing regulations for the mapping requirement due

Gallium and germanium are added to the covered material list.

Progress reporting every six months.

Source: Executive Order 14415 (July 20, 2026); see Selected References.

XTRIUM | Materials Intelligence
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These practices are not unique to defense. They mirror the discipline the EU’s Critical Raw Materials Act pushes
toward for European manufacturers, the standard the UK’s Critical Minerals Strategy calls “sovereign capability,”
and the operating model implied by the G7’s push for demand aggregation across member economies. EO 14415
makes that standard legally binding, on a fixed clock, for the U.S. defense industrial base first. Still, it is an early

version of a resilience standard likely to spread to other regulated and unregulated sectors.

04 Beyond Defense: A Shared Blind Spot Across
Every Tier and Industry

The instinct is to treat multi-tier illumination as a defense-contractor compliance cost. That framing understates

the problem. Consider the materials at the center of this policy shift: neodymium and samarium-cobalt magnets,

tungsten, tantalum, gallium, germanium, and molybdenum. These materials are foundational well beyond

defense systems:

Semiconductors and photonics
Electric vehicles and industrial motors
Medical devices

Consumer electronics and data centers

Renewable energy infrastructure

compound substrates, dopants, and wide-bandgap materials
permanent magnets and battery precursors

imaging contrast agents and specialized optics

capacitors, connectors, and thermal materials

wind turbine magnets and grid electronics

A commercial manufacturer with no defense contract exposure can still lose a full fabrication shift to the same
gallium or germanium-price shock that triggered the regulatory response in the first place. A 2026 analysis
identified critical minerals as the leading strategic risk for Al data centers this year, ahead of power availability or

chip supply. The difference is whether the organization is required to prove it has mapped that risk.

The Same Blind Spot, Different Vantage Points

Prime contractors

Prime contractors need program-level visibility across
dozens of platforms and hundreds of sub-tier suppliers
simultaneously and are the first to feel flow-down pressure
from EO 14415’s mapping requirement.

Tier 2 and Tier 3 manufacturers

Tier 2 and Tier 3 manufacturers absorb that pressure from
every prime they serve, often with the least internal
infrastructure to answer it, while carrying the deepest
actual material exposure in the chain.

Analysts and consultants

Analysts and consultants are increasingly asked to quantify
supply chain concentration risk for clients, a task that
requires the same origin-tracing and ownership-resolution
data this paper describes.

XTRIUM | Materials Intelligence

Investors and funds

Investors and funds underwriting supply chain
infrastructure, defense contractors, or materials-dependent
manufacturers need a way to price concentration risk
explicitly rather than relying on qualitative disclosure
language.
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Three forces are pulling all four groups toward the same standard defense contractors now face by mandate:

Customer Flow-Down Board and Investor Insurance and Lending
Prime contractors are already pushing Pressure Insurers and lenders are beginning to
iBOM and foreign-ownership Supply chain risk disclosure is shifting price supply chain concentration risk
screening requirements onto their from qualitative language in 10-K explicitly, rewarding companies that
commercial suppliers because their filings to quantified, defensible can produce a real map over those
own compliance depends on sub-tier exposure data. that can only produce a vendor list.
visibility.

05 Supplier Mapping vs. Supply Chain Illumination

Many procurement teams in defense and commercial industries conflate supplier mapping with supply chain
illumination. This distinction is the core technical concept this paper builds toward.

EXHIBIT 4

Supplier mapping and supply chain illumination differ on every dimension

Dimension Legacy Supplier Mapping True Supply Chain lllumination

Data Scope Direct Tier-1 (and limited Tier-2) commercial N-tier hierarchy down to smelters, refiners, and
vendors chemical precursors

Entity Resolution Primary business entity name and billing Ultimate beneficial ownership (UBO), corporate family
address trees, state equity ties

Material Provenance Certificates of Conformance based on vendor Verifiable metallurgical/chemical provenance and
attestations conversion tracking

Risk Modeling Historical financial health and on-time delivery ~ Multidimensional: ownership exposure, trade policy,
metrics export quotas, single-point-of-failure

Alternative Discovery Manual RFls and spreadsheet outreach (90— Algorithmic substitution discovery and pre-qualified
180 days) supplier routing

Source: XTRIUM.

From flat vendor list to indentured hierarchy

A legacy supplier map typically stops at the Tier-1 or Tier-2 vendor, leaving everything below as unknown risk. An
indentured Bill of Materials instead follows a finished product down through its sub-assemblies and components
to the fabricator, alloy producer, refiner, and ultimately the raw-material extraction site, with each node

individually flagged for ownership, geographic, and concentration risk.

XTRIUM | Materials Intelligence 8
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EXHIBIT 5

An indentured BOM traces each product to its extraction site

Indentured BOM level Legacy supplier map Supply chain illumination
m Finished product Mapped Mapped and flagged
L Sub-assemblies Mapped Mapped and flagged
L Components Mapped Mapped and flagged
L Fabricator Unknown risk Mapped and flagged
L Alloy producer Unknown risk Mapped and flagged
L Refiner Unknown risk Mapped and flagged
L Raw-material Unknown risk Mapped and flagged

extraction site

Note: Each illuminated node is individually flagged for ownership, geographic, and concentration risk. Source: XTRIUM.

The Ownership Blind Spot in Deep Sub-Tiers

An unreliable or high-risk supplier is defined as one with foreign ownership, control, or influence (FOCI),
regardless of whether that influence is exerted directly or indirectly. This principle applies equally in defense and
commercial procurement. In modern specialized electronics, compound semiconductors, and advanced alloys,
Tier-1 and Tier-2 suppliers routinely procure from intermediate entities that maintain clean domestic corporate
registrations in allied jurisdictions. At the same time, their parent corporations, board governance, debt financing,
or joint-venture partners trace directly to higher-risk jurisdictions. Without continuous multi-tier entity
resolution, any manufacturer may carry exposure invisible in a flawless direct-tier audit trail.

Structural Failure Modes in Current Enterprise Systems

Enterprise Resource Planning (ERP) and Product Lifecycle Management (PLM) suites were engineered for
transactional accounting, inventory control, and mechanical engineering assembly rather than global geopolitical
intelligence. This limitation is universal across industries.

Relational Siloing Static Questionnaires vs. Decoupled Materials

ERPs store transaction logs; PLMs Dynamic Signals Science and Operations
store engineering specs; trade Annual vendor surveys capture point- When a component is flagged as at
compliance teams store restricted- in-time assertions and cannot detect risk, procurement teams typically lack
party lists. There is no automated rapid changes in ownership, toll- tools to determine whether an

data fabric linking a change in export smelting routing, or secondary- alternative alloy or supplier meets
quotas to a specific sub-tier assembly. market sourcing. equivalent performance parameters.

XTRIUM | Materials Intelligence 9
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06 The XTRIUM Approach: From Assessment to
Continuous Illumination

XTRIUM'’s platform is built around two connected products that mirror the maturity curve every organization in
this paper’s audience needs to climb: llluminate, a readiness assessment and diagnostic tool, and the core
platform, which forms the underlying materials and supply chain intelligence engine.

The Illuminate Readiness Assessment

Illuminate is a structured, 13-question, five-minute assessment that scores an organization across five readiness
dimensions: material traceability, supplier visibility, foreign exposure, alternative-sourcing readiness, and

continuous monitoring. It requires no account and produces a downloadable PDF report that every stakeholder
can use.

EXHIBIT 6

The Illuminate readiness maturity curve

React Assess Improve Monitor Optimize
Score 0-19 Score 20-39 Score 60-74 Score 75-89 Score 90-100

Risks are discovered The organization The organization The organization Critical material Critical-material
only after a shortage, understands its major connects critical actively reduces readiness becomes resilience becomes a
supplier failure, price readiness gaps and materials, components, identified risk and continuous rather than = source of operating
spike, customer highest-risk suppliers, ownership, strengthens sourcing periodic. advantage and
inquiry, or regulatory dependencies. and geographic resilience. customer trust.
event. exposure.

Source: XTRIUM llluminate (illuminate.xtrium.ai).

The output is designed as a working document rather than a scorecard: an overall readiness score; the current
maturity stage with a next-stage roadmap; five sub-scores across the readiness framework; the top three gaps
and top three strengths; a 30-day / 90-day / six-month action plan; and a peer benchmark.

The Defense Materials Readiness Index

XTRIUM has applied the same framework to build a Defense Materials Readiness Index that estimates, using only
publicly available information (SEC filings, press releases, and government contract data), how 106 specialist
defense and advanced-manufacturing suppliers appear to be positioned on critical-material readiness. The cohort
spans 13 prime contractors, 56 Tier 1 to Tier 3 suppliers, and 37 manufacturers whose position in the supply chain
is not labeled, and it is weighted toward specialist and sub-tier manufacturers, who often lack the dedicated
compliance teams that primes maintain. The Index gives analysts, consultants, and investors an independent,
evidence-based view of readiness across a supplier landscape without requiring those suppliers’ cooperation to

XTRIUM | Materials Intelligence 10
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produce it. Section 7 summarizes the Index results as of September 23, 2026, and a companion report presents

the full study.

XTRIUM’s Underlying Intelligence Engine

4M+

materials connected in the XTRIUM

knowledge graph

12B+

material-application combinations

5,000+

suppliers in the network

XTRIUM'’s materials decision-intelligence platform is a knowledge graph connecting more than 4 million materials,

more than 12 billion material-application combinations, and a network of over 5,000 suppliers. It is designed to

answer two distinct questions: which material best fits a given application, and which suppliers can credibly

deliver it. The platform integrates licensed market data (Argus, Fastmarkets), public sources (USGS, trade and

export control databases), and a customer’s private data, all ingested into a dedicated enterprise environment to

produce a single, continuously updated view rather than a static compliance document.

The Four-Phase Illumination Framework

EXHIBIT 7

The four-phase illumination framework

Ingest BOM +

Procurement Data

Indentured BOM ingestion
and normalization.

Transform static engineering
BOMs into hierarchical trees,
ingesting material callouts
(chemical specs, purity levels,
form factors, industry or
military standards) alongside
contract numbers and sub-tier
supplier identifiers.

Source: XTRIUM.

XTRIUM | Materials Intelligence

Knowledge Graph +
Ownership
Resolution

External entity resolution and
ownership screening.

Link each supplier node
against global commercial
registers, federal contract
award databases, export
control lists, and beneficial
ownership graphs to isolate
foreign or adversarial
influence.

Dynamic Risk

Scoring

Dynamic multi-dimensional
risk scoring.

Score each material and
component node across
geographic concentration
risk, ownership severity,
regulatory restriction
exposure, price velocity, sub-
tier single-point-of-failure
risk, and lead-time
vulnerability.

Alternative Match &

Qualification

Accelerated alternative
sourcing and substitution.

Surface-vetted, quality-
marked domestic and allied
suppliers, and use physics-
informed materials
informatics to identify
alternative compositions that
meet target performance
parameters, cutting
qualification cycles from
months to days.

11
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07 Evidence from the Index: What 106
Manufacturers Reveal

Across 106 specialist defense and advanced-manufacturing suppliers scored through
September 23, 2026, the median critical-materials readiness score is 32 out of 100, and
a single company has reached the Monitor stage.

The Defense Materials Readiness Index applies the llluminate framework from the outside, using public filings,
supplier codes of conduct, sustainability reports, and government records, so each score estimates what a
customer, auditor, or investor could verify without the supplier’s cooperation. That is the same test that EO
14415 and the commercial pressures described in Section 4 now apply, which makes the Index a useful measure
of how much of an industry’s materials position can currently be shown with evidence.

HOW TO READ THE SCORES

Scores are outside-in estimates built from public evidence and, where supplied, company-provided information. A low score
frequently reflects thin public disclosure. The Index provides decision support and is not an audit, a certification, a formal
determination of compliance, or legal advice.

Most of the cohort is still in the early stages

Of the 106 manufacturers scored, 63 (59 percent) sit at the React or Assess stage, where risks are found after an
event or where the main gaps are understood but not yet connected across materials, suppliers, and ownership.
A further 24 (23 percent) are at [lluminate and 18 (17 percent) at Improve, one company has reached Monitor,
and none has reached Optimize. A score of 56, a little more than half of the available 100 points, is enough to
reach the top quartile of the cohort, which indicates how much room remains even for the better-prepared

companies.

XTRIUM | Materials Intelligence 12



XTRIUM Critical Materials Supply Chain lllumination

EXHIBIT 8

Most manufacturers score below 40, and the median is 32

Median 32 Top quartile 56
1
1
40 (38%) .
40 1
%) |
o I
=3
£ 30 1
kel 23 (22%) 24 (23%) 1
=
c 18 (17%)
14}
S 20
10
1(1%) 0 (0%)
0 I
React Assess llluminate Improve Monitor Optimize
0-19 20-39 40-59 60-74 75-89 90-100

Source: XTRIUM Illuminate, 106 manufacturers scored, reviewed through September 23, 2026. Bands follow the Illuminate maturity stages.

Foreign exposure and supplier illumination are the weakest dimensions

Cohort averages across the five readiness dimensions fall between 36 and 45. Foreign and geographic exposure is
the weakest at 36 and supplier illumination follows at 39, while monitoring and mitigation is the strongest at 45.
Those two weakest dimensions are the ones most closely tied to EO 14415’s multi-tier mapping requirement and
to the foreign ownership, control, or influence test described in Section 5. The top quartile of the cohort scores
57 to 68 on every dimension, between 19 and 24 points above the cohort average, so the better-prepared
companies lead on all five dimensions together, not on one in particular.

XTRIUM | Materials Intelligence 13
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EXHIBIT 9
Foreign exposure and supplier illumination are the weakest readiness
dimensions, and the top quartile leads on all five

Gap
Material traceability E 62 +19
Sl e o e
Foreign and geographic exposure % 57 +21
Alternative-source readiness % 68 +24
Monitoring and mitigation E 66 +21

0 25 50 75 100

Il Cohort average Il Top-quartile average

Source: XTRIUM Illuminate, 106 manufacturers scored, reviewed through September 23, 2026. Cohort average by dimension, scale 0 to 100. Weakest dimension
in copper, strongest in teal.

The gaps observed most often point in the same direction. The two most frequent, each seen in 16
manufacturers (15 percent), are the absence of a documented process to catch ownership or control changes and
the absence of systematic screening of suppliers for foreign ownership or geographic exposure. Less frequent
gaps, including no structured inventory of critical materials across defense products (6 manufacturers) and
visibility that effectively stops at Tier 1 (3 manufacturers), describe the same condition at different depths, in
which the materials position is not documented in the detail an evidentiary package requires.

EXHIBIT 10
Missing ownership-change processes and foreign-ownership screening are the
most common gaps

o documented process to catch owersi o | 6 (15%)
control changes
o sysemaric screening o suppers o | 16 (15%)

foreign ownership or geographic exposure
No structured inventory of critical materials _ 6 (6%)
across defense products
Materials not linked to specific programs or _ 4 (4%)
BOM lines
No disclosed alternate suppliers or single- _ 4 (4%)

source mitigation plans

Supply chain visibility effectively stops at _ 3(3%)
Tier 1

0 5 10 15 20
Manufacturers with the gap (of 106)

Source: XTRIUM Illuminate, 106 manufacturers scored, reviewed through September 23, 2026. Frequency of each observed gap.

XTRIUM | Materials Intelligence 14
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Visibility and alternatives tend to rise together

Plotting supplier illumination against alternative-source readiness, with a threshold of 50 on each axis, shows that
65 of the 106 manufacturers (61 percent) are limited on both. Twenty-seven (25 percent) are developed on both
axes, 11 have alternatives without visibility, and only 3 have visibility without alternatives. The pattern follows
from the way the two capabilities depend on each other, since an organization has to trace a material and its
suppliers before it can name and qualify an alternative.

EXHIBIT 11
Sixty-five of 106 manufacturers are limited on both supplier illumination and
alternatives

100 11 Alternatives without visibility Prepared 27
g
A @ o
S 75 e ) . ®
g ~ 808 o
< e e @
@ 50 ® @ ™ O
g @ ®
‘g o O @ O
3 ® o
= o
s 25
c o * . ]
2 @ @ o O [ o
< . )
o @ @ . - @
65 Limited on both Visible but vulnerable 3
0 25 50 75 100

Supplier illumination (0-100)

Each bubble is a group of companies with the same pair of scores, and bubble area is proportional to the number of companies. Source: XTRIUM Illuminate, 106
manufacturers scored, reviewed through September 23, 2026.

The materials that appear most often are not the best prepared

Specialty metals appear in 66 of the 106 manufacturers, more than any other category, and the average readiness
of those manufacturers is 31. Electronics (49 manufacturers), critical minerals (41), and aerospace components
(37) follow, each with an average readiness in the mid-30s. Among categories that appear in at least ten
manufacturers, specialty metals has the lowest average readiness, and the categories with higher averages, such
as photonics (48) and battery materials (61), appear in far fewer manufacturers, with battery materials in only
three.

XTRIUM | Materials Intelligence 15



XTRIUM Critical Materials Supply Chain lllumination

EXHIBIT 12

Specialty metals appear most often and carry among the lowest average readiness

Manufacturers exposed (of 106) Average readiness where present (0-100)
Specialty metals [ NNREREE 46 I 31
Electronics [ INEEG—_—— < ° I 35
Critical minerals | NN NREEEE - 1 I 36
Aerospace components [ EGTNGE 37 I 35
semiconductors [ NGTGTGNTNTNGN ¢ I 36
Mission systerns | N R HNRRRDNNN 23 I 41
Rare earth magnets [ N NG 21 N 43
pPhotonics [N 12 I 48
Conflict minerals [N 9 I 20
Battery materials [l 3 61
Specialty chemicals | 2 26
Specialty steel | 1 23
Wire and cable | 1 23
Amorphous metals | 1 23
0 20 40 60 80 0 25 50 75 100

Source: XTRIUM Illuminate, 106 manufacturers scored, reviewed through September 23, 2026. Averages for categories with fewer than five manufacturers

(lighter bars) are indicative only.

The full study, including sector and supply-chain-position comparisons, the evidence base behind the scores, and
recommended actions for each audience, is published separately as the Illuminate Industry Report, Critical
Materials Industry Readiness. Companies that want to see how a single manufacturer’s score translates into a
working document can start from the llluminate assessment itself.

08 Strategic Value: Illumination as Resilience Rather
Than Compliance

EXHIBIT 13

INlumination converts a disruption from a scramble into a routing decision

Reactive . o
Tod Disruption Signal ) 90-180 Day Scramble ) Emergency Buy / Idle Fab
oday
XTRIUM Automated iBOM Instant Alternative
o Predictive Signal ) . Margin Preserved
With illumination Match Discovery

Source: XTRIUM.
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Elimination of Contract Rejection and Programmatic Delay

For defense contractors, failure to deliver an auditable iBOM or eliminate un-waived covered materials risks
contract non-compliance, stop-work orders, or exclusion from major acquisition programs. For commercial
suppliers, the equivalent risk is losing a prime contractor relationship or failing a customer’s own flow-down
audit. Automated illumination guarantees audit readiness either way.

Mitigation of Unplanned Downtime Costs

$100K—-$1.2M+ 60—90+ days

cost of an unexpected supply disruption per idle shift in advanced of early warning before spot-market spikes
electronics, semiconductor fabrication, and precision photonics

In advanced electronics, semiconductor fabrication, and precision photonics, an unexpected supply disruption
can cost between $100,000 and $1.2M+ per idle shift, a cost that applies regardless of whether the end customer
is a government agency or a commercial OEM. Early warning signals, identified 60 to 90-plus days before spot-
market spikes, allow procurement teams to secure strategic reserves or initiate qualified secondary routing
before production is impacted.

Defensible Evidentiary Packages for Any Stakeholder

Whether the audience is a Department of War contracting officer, a board audit committee, an insurance
underwriter, or a prime contractor’s compliance team, the same underlying package is required: an exhaustive,
documented market analysis, quantified sub-tier illumination, and a time-bound, funded corrective action plan
for alternative qualification.

A Missing Layer for Sovereignty Investment Itself

For governments and policymakers building the sovereignty infrastructure described in Section 2, visibility into
where materials actually flow, at the level of individual companies and supply chains, is the missing layer that
determines whether those investments translate into real resilience. A stockpile or a bilateral agreement only
closes a gap that has been correctly identified; identifying that gap requires exactly the kind of material-to-
supplier-to-origin mapping this paper describes.
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09 Audience Analysis

EXHIBIT 14

What illumination delivers to each audience

Audience Primary Question What lllumination Delivers

Primes Where does program-level risk concentrate Unified supplier map across dozens of platforms; a
across our supply base? single source of truth for flow-down compliance

Tier 2 / Tier 3 Manufacturers  Can we answer every prime questionnaire A reusable readiness score, documented evidence,
without starting from zero each time? and pre-identified alternative sources

Analysts & Consultants How do we quantify a client’s real An independent, evidence-based readiness
concentration risk, not just their stated risk? benchmark and a Defense Materials Readiness Index

for peer comparison

Investors & Funds How do we price supply chain concentration Quantified exposure data replacing qualitative
risk into diligence and portfolio monitoring? disclosure language in underwriting and diligence

Source: XTRIUM.

Conclusion

The countries and companies that treat critical material access as a strategic capability
will be the ones able to execute their technology roadmaps through the next decade of
concentrated, contested, and increasingly regulated material supply.

Executive Order 14415 is a useful forcing function for the U.S. defense industrial base, but it is a symptom of a far
larger transition already underway across governments and industries worldwide. The organizations and nations

that build raw-material-origin visibility, continuous supplier monitoring, and pre-qualified alternatives will be the
ones setting the pace of that transition rather than reacting to it.

XTRIUM exists to make that visibility possible: for defense contractors facing a 2027 deadline, for the primes and
sub-tier manufacturers who supply them, for the analysts and consultants advising them, for the investors
underwriting them, and for every other company and government whose future depends on materials they do
not yet fully see.
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