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Introduction 
 

In a world that is constantly evolving online, it is more important now, more than ever to 

keep your online information safe. In this educational write up we will be covering the 

basics of internet security along with some more advanced strategies to make sure you are 

staying one step ahead farther than the attackers that could be trying to get into your 

business's account.  

We are seeing more businesses being compromised online, why is this? and what do these 

people who are attacking these accounts have to gain from it? Simply put they could get 

access to your clients, your friends in the industry, your private conversations, and your 

private information.  

We will also look at digital safety on Google and Outlook as they are the main two providers 

for email accounts.  
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Keep Yourself Safe with Password Strength 
 

The strength of your password is going to be your number one barrier of defence against 

potential hackers. If your password is all lowercase and one word, your account is going to 

be easily picked on as a potential target. You must always ensure that your password 

contains at least: one uppercase character, one symbol such as ($!%), along with numbers. 

These three parts of a strong password will increase the complexity of your password and 

decrease the odds of having your account compromised.  

Make sure you're entering your password on the official site. A lot of people are now 

becoming skeptical from even email links that they know are the official websites as we 

have seen companies have their accounts become compromised and then the attackers 

send out a mass email to the clients that have subscribed to email notifications or updates, 

sending them a false link that will redirect someone to a website that is not the official one, 

usually it will be a site that looks near-identical, the unsuspecting person will then enter 

their information into the username and password area and the hackers will then have all 

of the information they need to go to the official site and enter the information that you 

entered, not knowingly, into the false site.  

Always be cautious of the links you are clicking on, and if something seems off about the 

site or email you are on, make sure you double-check by entering the URL into the web 

browser that you use and searching for the site yourself.  

Being cautious is your first step, but also understand emails and messages from your 

potential customers or current customers can contain malicious content as well. What can 

happen is that anyone you have contacted can send you a harmful email if their account 

becomes compromised. This can sometimes happen without the person or people even 

knowing that the account has been affected.  A hacker can get into someone's account and 

send a mass email that could end up in your inbox. It could be something as simple as "You 

will never believe this!" in the title of the email, so you may click it thinking it's a customer 

sending you important information. Attached to the contents of the email will usually be a 

link, this link can be malicious and avoided. You can always contact the person who sent 

you the email and make sure it was from them and that it was a genuine message that 

looked suspicious. If the person is unaware of the email, make sure to inform them that the 

account could be compromised and that they should do everything they can to contact the 

email service they use and try to recover the account notified them that the account was 

hacked. You could be helping not only that person but others who received the email.  

Saving the websites that you most frequently use to your favourites is also an easy way of 

accessing them and knowing that they are in fact the website that you mean to go to, and it 
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can keep your mind at ease knowing that you followed the same steps you always take and 

that the site is the official one that you have saved. Never hesitate to contact the support 

team of a website if you have received any suspicious emails, or you have noticed 

something on their website. You could be helping not only yourself and the company, but 

also any other unsuspecting victims who may not have done the research about protecting 

themselves online.  

 

 

 

 

 

 

 

 

 



Digital Security for Opticians The Optical Group Jake Martin 

Who Should Have Access to Your Passwords as a Business? 
 

As stated earlier in this education your password is going to be your first line of defence. It 

acts as a way of protecting yourself against malicious hackers. What most people don't 

realize when having their account attacked is that the hacker will not only get your 

information but if there is anything in your account that someone else may have sent you, 

this can damage them as well. Say, for example, one of your friends emails you their 

password because they're going to be going away on vacation and they need to make sure 

no important emails come in during the trip, they decide emailing the password to you is 

the best way for you to have access to their account, if you keep this email in your inbox or 

if there is a chain of emails accessible somewhere in your account, a hacker could 

potentially get that email and read through this exchange and get access to this private 

information thus continuing the chain of malicious acts.  

Hackers also are known to get your password, get inside your account and then send out a 

malicious link email to all of your other contacts, which could include your customers since 

you may have had email exchanges with them before, they would then be able to email a 

malicious link to your customer and then thinking it's maybe a new product you're showing 

them or a receipt from a purchase, they may click on that link and then they could 

potentially be in jeopardy of losing their account. When protecting your password, it is not 

only protecting yourself it is protecting those who trust you as well.  

One of the main questions you may ask yourself as a business owner with an online 

presence is who should have access to my business password? The answer to this question 

is usually yourself, and some of your most trusted employees, you shouldn't be giving 

access to everyone who works with you but for example, people who need to check the 

email on off hours, during the workday, an employee who may have to add an email into 

your contacts for your business. There is always a good reason to have the password handy 

for multiple people, but once an employee decides to move on or quit and they had access 

to your password, you must make sure to change the password as soon as possible and 

inform your other employees who originally had access that you will be changing it. The last 

thing you want is for an angry or disgruntled ex-employee to get access to the email 

account and potentially delete everything or send out aggressive emails, so make sure the 

password is changed as soon as possible. This is where two-factor authentication comes 

into play as well to protect your business, we will be covering that later on in detail but for 

now, if you are unaware, a two-step authenticator is always recommended for your email. 

Traditionally it will send a text to your connected phone with a code, you then enter that 

code, then you will have access to your email account. It is safe, simple, and added 

protection.  
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Keeping Your Information Safe 
 

One of the most common questions that many business owners have when it comes to 

keeping a password safe is where do you store it? If a computer can be compromised, does 

that mean I should not save it on my desktop or laptop? The answer is a physical version is 

always necessary when storing important passwords. This can sound crazy because when 

we think of our online passwords, we think of keeping everything as digital as possible for 

easy referencing. But since a computer can be compromised where do you think a hacker 

would look first for a high-risk password? It may be in a word document or your computer's 

notepad, even a sticky note saved to your desktop. That is why it is always recommended to 

write down your important passwords with a pen and paper and put it into a vault or 

somewhere that is a safe location that you can access if needed. After typing in your 

passwords so many times, eventually, you will begin to memorize them and thus leaving it 

in a file or leaving it written down near your work desk may be an easy way to get it 

compromised.  

Another place that people will use to save important information is on their phones. They 

will open up the reminders app or any other software that allows them to save files and put 

the information there. The problem with phones is that they can be easily misplaced and 

stolen, giving the person who committed this act all the time in the world to carefully go 

through your personal information and take what is needed. Computers can be stolen as 

well, but mobile phones are the easiest for potential thieves to get away with, so always be 

careful what you leave exposed. 

Devices suddenly dying from hardware malfunctions can happen, and sometimes without 

an event leading up to it. So having a physical copy of your password is the most reliable 

way. Imagine you create a password for your email or banking information and suddenly 

the computer or phone you have been using no longer is properly functioning, this could 

not only cause you to lose your information but also if you take the parts of the broken 

device to the wrong people to repair it or to dispose of it, they could recover certain 

information leading to your accounts being compromised.    

Auto sign-in features on websites can be great, you go to the webpage and the site will sign 

you in without having to put your username and password in, saving you time. The issue 

arises when you have multiple people using the same computer and information so easily 

accessible to employees who may be new, or you may be looking to replace. Auto sign-in 

features on personal computers that you have at home can work wonders but having it 

auto-sign in at work can leave you open to many mischievous actions. Again, if the 

computer gets stolen and an auto sign-in is enabled, the thief will have easy access to your 

sensitive information. 
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Basic Computer Safety 
 

In this segment of the education, we will now cover the basics of keeping your computer 

safe from any potential online theft. The first step of keeping your computer safe from 

potential compromise is making sure you're on the most up to date version of the operating 

system you use, so on windows make sure you either have automatic updates enables so 

your software will update on its own when a new version is released or if you wish to 

manually update your software be sure to check if new updates have been released 

regularly. New updates mean the newest level of protection as older versions can have 

newly found flaws that can leave them open for potential compromise. Make sure all 

computers at your business are up to date and operating on software that you trust. Having 

up to date antivirus and firewall protection is also important for business owners, you want 

as much protection with as little annoyance as possible, unfortunately not every anti-virus 

software is the same and some can be rather intrusive for no reason other than trying to 

show you that it works and that you should continue your paid subscription, we all know 

people who have gone to their wits end with anti-virus software and most of the time it is 

because it is programmed to be in your face as frequently as possible trying to justify itself 

on why you need it. You want it simple, behind the scenes while giving the best protection 

to you and your employees as possible. Some anti-virus software will also give you the 

ability to scan files and even links before you click on them, make sure to utilize this ability 

as one missed click can end up causing damage to your computer.   

For computer logins, making sure your employees know the password to the shared 

computers for easy access and the login information for their personal computers is usually 

the recommended idea. This allows for free-flowing information from employee to 

employee and from employee to customer or vice versa, speed and efficiency are key, and 

keeping the dialog asking for logins to a minimum. This keeps a fast-paced environment, 

allowing everyone to get the information needed and go on with other tasks.  

You can create a user login personally for you on all or some work computers allowing you 

to have exclusive access to certain programs or permissions if you feel as if you need an 

extra layer of protection. With this, you can have a separate password from what your 

employees would use that only you would have access to.  

Reminding the people who work with you that clicking on anything that is not sent by a 

trusted source and examined with virus protection may compromise your business allowing 

someone to access your private business information. Always make sure to keep your 

employees up to date with the latest fraudulent activity going around online and if they 

ever feel uncomfortable about a link in an email or a link in a direct message via social 

media, to come to you or the person with the most experience for assistance. 
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Knowing a repair shop or person that can be trusted with your software and computer parts 

is more important than, as scamming and fraud continue to get more complex you must 

make sure the people who are repairing your equipment know what they are doing and 

won't make mistakes or do anything sketchy with your business computers or phones. 

Don't go to the first person you see on Craigslist, do your research, and remember a little 

bit of extra money for a more experienced service can end up saving you more money and a 

headache if the cheaper option goes wrong.  
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Protecting Yourself with Google 
 

Most services online, including social media and emails, allow you to see and use extensive 

information for your account including, the devices that you are currently signed into, this 

includes computer, mobile, etc. You can have the ability to set up a recovery email, 

recovery phone number, security questions, and most importantly 2-Step Verification. 

Some even give you the option to see the last logins to your account and the last attempts 

to log into your account.  

For example, we will be using Google and the advanced protection that they offer.  

We all have a Google account, whether it's for email purposes, to update our business 

online and update the sidebar when you Google your business or even YouTube. Google 

plays a major factor in business and entertainment. But did you know that they offer a very 

effective way to keep your information safe? 

To access the page we will be reviewing, simply go to Google.com, scroll your mouse over 

to the far right of your screen and you will see 9 dots right next to your profile image. Click 

on the 9 dots and you will see a new page of options appear, simply click on "Account" the 

first selection in the top left of this new page, and you will be brought to your home Google 

account page.   
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Google Account Homepage 
 

The first thing you will be greeted with when you get to your Google account page is on the 

top left you will see a list of options for you to select. At the top will be 'Home' followed by 

'Personal Info' 'Data and Privacy' 'Security' 'People and Sharing' 'Payments and 

Subscriptions' and finally 'About'. 

Looking over the main hub page itself you will see information that can assist you in 

protecting your account. You will see 'Privacy and Personalization' which will show you if 

your account is currently protected or not, as well as 'Privacy Suggestions'. For 'Privacy 

Suggestions' traditionally it is a good idea to review the suggestions that Google has 

provided to you by clicking on this option it will give you some helpful information to make 

sure your account stays protected such as, 'Automatically Delete Web and App Activity' and 

even the ability to 'Make a plan for your account,' this is considered a privacy checkup. 
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Personal Info 
 

Let us begin by covering 'Personal Info' on the main Google Account page on the left menu. 

The first thing you will see when you click on this is basic info about your account this 

includes a photo. This photo is a great way for potential customers and current customers 

to see a picture of either you, a logo for your store, or a picture of your storefront. Making 

sure to use something that catches the attention of people is always important. Next up 

you will see "Name" now of course this is going to be either your name that you set up the 

account with or it's going to be your store name followed by "Birthday", which traditionally 

people will put in this section is the owner's birthday followed by "Gender" and gender isn't 

always important when it comes to a business account.  

Next up is "Contact Info" and this will be a way for Google to contact you via an email to 

help if there is ever something that occurs to your account. If your account does become 

compromised, you can use a secondary email to help recover it, so if you have a personal 

account that you would like to use as a way to recover this account or business account or 

vice versa you can then use this as a way to make sure that you can prove to Google that 

you are the rightful owner of the account. 

 Also, in this section is "Phone" and of course, this will be your phone number. Some people 

will use their cell phone as a way of knowing if something becomes compromised, for 

example, in the middle of the night they will get a phone call or a message to that phone 

number but if you would like you can always use your business number as well it just 

depends how hands-on you would like to be. 

Scrolling down you will see two selections 'Your Profiles' and 'Choose what others see'. 

Clicking on 'Your Profiles' will bring you to a new page. On this page you will be able to see 

information for 'Maps', if you click on this a dropdown will occur that will show you the 

contributions that you have made to Google Maps, click on 'See Full Profile" and we will 

continue. After clicking on this link, you will see 'Contribute' 'Reviews' 'Photos' and 'Edits'. 

This will display to you all of the information you have uploaded through this account to 

Google Maps. One of the most important ones is 'Edits', click on this and you will see the 

changes you have made with this Google Account. Why this 'Edits' section is important is 

because when you Google your business, you will see a sidebar that will show you basic 

information such as your business location and your phone number, if you have made any 

changes to this you will be able to see what Google states as "Contributions" and here you 

can review the updates you have made along with if it was approved or not along with the 

ability to see how many views your edit has got.  
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Once you return to the 'Your Profiles' page you will also see 'Gmail and Productivity apps' 

this is what people will see when they contact you. Click on the 'Manage Profile' button and 

you will see a breakdown that looks like what we have covered previously, but this time you 

will be able to edit these options with more privacy settings. You can now see what 'Only 

You' can see and what 'Anyone' can see. If you click on these options such as 'Gender' or 

'Birthday' you can change these settings and who can view them. You can also scroll down 

and click on "About" this will let you add information about yourself and give you the ability 

to add a place, such as your business location, add links, such as your website link, or an 

introduction, such as a short amount of info about your store. This can be a very handy tool 

to allow past customers and future customers to get to know more about and you allow 

them to feel more comfortable. The final section below this is "Work and Education" you 

can add as much detail here as you would like to allow others to see your occupation, your 

work history, and education history. It all depends on what you feel is important for 

customers to see and what you feel should be left private. 

Next up on the 'Your Profiles' page is YouTube. By clicking on the links here you can access 

your YouTube page, this is a useful way of seeing an overview of your YouTube account and 

the videos you have uploaded. 

The final section you can click on in the 'Your Profiles' section is 'Other Google Services', if 

you click here, you will see basic information and the ability to click a link to "Learn More" 

this will send you to the 'Help Center' page and will give you some more information if you 

have questions about using Googles services. It is always ideal to stay up to date with 

keeping your information safe.  

Return to the 'Personal Info' section of your Google Account page and scroll back down to 

where we last were. Beside 'Your Profiles' you will see 'Choose What Others See', along 

with a link that says, 'Go to About Me'. If you click on this it will send you to the 'About Me' 

page that we previously covered, this page was about what 'Only You' can see and what 

'Anyone' can see. Google includes multiple ways of finding these pages.  

Returning to the 'Personal Info' page and scrolling down, next up you will see 'Other Info 

and Preferences for Google Services'. In this section, the first thing you will see on the left is 

'Password'. Of course, this will be hidden with black dots so as not to reveal your password 

to anyone around you. Underneath that will be information about when you last changed 

your password. If you click on the 'Password' link you will be asked to put your password to 

this account in correctly and once, you have completed that it will give you the option to 

change your password if needed. It is always important to remember where to change your 

password. Never hesitate to change it if you feel as if someone may know it or if the 

password may be too weak and easy to guess. As complex as possible is always the best 

way to stay safe.  
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Next up on the 'Personal Info' page is 'General Preferences for the Web' this includes 

language, input tools, and accessibility all of these are important factors of your web 

browsing experience let us begin by clicking on language. In this section it will show you 

your preferred languages while browsing the web with Google to change your language 

scroll over your preferred language traditionally it will show English you can click on the 

little pencil button to the far right of the box, and it will allow you to change your preferred 

language this will be the primary language that it shows online for you when using Google 

services. You can add secondary languages underneath this box as well. Google also 

includes a very special addition on this page, titled 'Automatically Add Languages' this will, 

as stated in the title, automatically add a language that you also use with Google services. 

You can turn this on or off, so, for example, if you also speak Spanish, it will automatically 

detect that you're typing in Spanish and will add it to the languages on this page, this is an 

advanced way for Google to keep this as personal for you as possible. 

Returning to the 'General Preferences for the web' section if you look in this box 

underneath language you will see input tools, we will now be reviewing this section. In this 

area you can change your style of input as most keyboards are in the layout of English you 

can go through here and add different languages to what you type in on-screen for Google 

services. 

In the accessibility settings option on the 'General Preferences' page, you can choose to add 

a screen reader which applies to Google Docs on the web version, and you can add high 

contrast colours which apply to Google Voice, Google developers as well as others. Google 

has multiple ways to assist you with all types of accessibility. 

In the final part at the bottom of the 'Personal Info' section, you will see 'Looking for 

Something Else?' The first option is 'Search Google Account'. With this, you can search 

through Google's account pages which will allow you to search for specific things, for 

example, if you can't find where to change your password you can type in 'password' and it 

will give you information regarding this. If you don't remember where to change your 

language you can type in 'Language' and it will assist you with this, you can also search by 

going to the top part of the Google account page. Here you'll see a magnifying glass and by 

clicking and typing here you can search for all of these options and more as well. Next up is 

'See Help Options' this will send you to the help page where you can scroll through articles 

and inform yourself about certain Topics that Google has to offer. For example, if you 

wanted to learn more about 'Accessibility' you can find more information here. 

This concludes the 'Personal Info' section we will now review the 'Data and Privacy' section. 
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Data and Privacy 
 

When you first click on 'Data and Privacy' on the far-left options menu, you will be greeted 

with a new page that will begin with 'Privacy Suggestions' we have covered this earlier in 

the education, but feel free to click it again and familiarize yourself with this page, as 

Google has a lot to offer when it comes to recommendations.  

"Things you've done and places you've seen." - This is the first portion of the "Data and 

Privacy" page on your Google account. The first section here is 'History Settings' Google will 

give you the option to toggle whether or not it will save your web and app activity while 

browsing on the web, you can simply click on this and find further information which 

includes an 'Auto Delete' option if you wished for this all to be turned off, you can click the 

'Turn Off' button.  

'Location History' is important as it can give you specific recommendations based on your 

current location. For example, you can Google search 'Opticians near me' and Google will 

give you, based on your location, the closest opticians in your area. If you feel as if Google 

doesn't need to know your location, you can click on 'Location History' and it will allow you 

to pause this feature. 

YouTube History - This may or may not be important to your business depending on if you 

upload content to YouTube, for most this may not be necessary to change but again it all 

comes down to personal preference. Clicking on 'YouTube history' will give you the option 

to save what you search on YouTube and what videos you have watched; this can be turned 

off as well. 

'Ad Settings' - Looking on this page will give you information on how Google presents ads to 

you when using a Google product or websites and apps that are partnered with Google to 

show ads. At the very top of the page, it will give you the option to turn add personalization 

on or off, the reason this is important to Google is that it gives them the ability to show you 

advertisements that they feel match your interests. If you continue to scroll down, you will 

find information on how your ads are personalized for you such as your age your sex the 

language that you speak, and many other interests such as video games, sports, books and 

literature, and many other areas of interest. If you click on one of these interests, you will 

see how Google concluded why it feels it is an interest to you. At the very bottom of this 

page, you will see ad categories on YouTube, at this current time it states it is in beta and 

also tells you that these ads are not personalized at this time. The two that currently may 

be shown as ads are alcohol and gambling. Google currently gives you the option to see 

fewer which will reduce the number of times you see these two subjects. 
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'Personal Results in Search' - Clicking on this will allow you to turn on or off whether Google 

will show you personalized results based on info from your Google account. This includes 

auto-completing predictions from your search history, personal answers, and 

recommendations from your activity. 

"Info you can share with others" - the next section is the 'Info you can share with others' 

page, now we have previously, in this education, covered certain parts of this already as 

clicking on the first option here titled 'Profile' will send you to the 'about me' page and since 

we have already discussed this earlier in the education move on. As we have covered 

earlier, Google will give you multiple ways of finding your desired page.  

'Location Sharing' - this page will allow you to do exactly what the title suggests, which is to 

see who you are sharing your location with, this is in real-time, so specific people will have 

the ability to see your location at all times if this is set to 'on'. On this page, you can turn 

this off but to initially start sharing your location with people it must be turned on with a 

mobile device.  

Below 'Location Sharing' you will see an informational category titled 'Interested in learning 

more?'. Here you will see two options 'Who can see your data' and 'How your data 

improves your experience'. Clicking on 'Who can see your data' will bring you to a new page 

with a breakdown of information on your data visibility. The information on this page is 

important and brief, allowing you the option of finding changes you want to make quickly, 

such as, in the first header section you will see 'Only you can see your history and ad 

preferences'. By clicking on the 'see your options' button it will quickly bring you the 

dropdown selection of your 'History settings' and your 'Ad settings', this is an easy way to 

change the setting you may have missed, or you would like to change. 

The next header option is 'You and other people can see info and content you share' and 

here it explains what others can see when they view your profile, such as your birthday, 

viewing content you create, restaurant reviews, with so much information that can be 

accessible to others you may want to monitor what people can and cannot see and by 

clicking on the 'see your options' button it will give you a breakdown and the ability to 

change what you desire. This is also a fast way to make changes on the go.  

The next header here is 'You and the apps and services that you connect have access to 

some account info'. This one is rather self-explanatory, by selecting 'see your options' it will 

show you the third-party apps you have connected to your account. If you see anything 

here that you did not add yourself or you are unsure of, remove it immediately and change 

your password. Always keep a close eye on these connections as they can be malicious. 

If you continue to scroll down and select the 'How your data improves your experience' 

selection it will bring you up to another page that has the same style of information, such 
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as, 'Get personalization, recommendations, and better ads'. This is information that we 

have covered previously along with the 'Choose what profile info is shown to others' and 

'Get helpful experiences' parts of this page. If you would like to learn more, feel free to 

scroll through and read what Google has to offer you, included on this page, as we have 

previously covered, are things such as your web and app activity, your profile information, 

and third-party apps with account access. 

Let us now return to the data and privacy page of your Google account and scroll down to 

the 'Data from apps and services you use'. In this section, you will see two boxes, one with 

'Apps and services' and the other with 'Download or delete your data'. The first one we will 

be discussing is 'Apps and services.' In this box is content saved from Google services and 

third-party apps with account access, let us begin by clicking on content saved by Google 

services. At the very top, you will see 'Download your data' and 'Delete a service'.  

'Download your data' will give you the ability to, as stated, download the information in 

your Google account so you can then have access to it on a local computer. The 'Delete a 

service' option is the ability to delete one specific service that Google offers, for example, 

Gmail or YouTube. Below that is recently used Google services you will see Gmail, YouTube, 

and Maps. In the Gmail section, you can see how many conversations you've had, how 

many conversations are currently in your inbox, how many emails are sent, and how many 

drafts you currently have. In the YouTube section, you'll be able to see how many 

subscriptions you currently have. With maps, you'll be able to see certain locations such as 

your home if you have added this information. Under each of these specific categories, 

you'll have endless options such as the ability to download, settings, and even specific 

history along with access to the 'Help Center' for help on these specific features that Google 

offers. 

Next up, is 'Other Google Services' this covers 'Calendar', 'Chrome', 'Contacts', and 'Drive'. If 

you are unaware, 'Chrome' is Google's Internet Browser and 'Drive' is a way to save files on 

Googles Cloud Servers, so you can then access these saved files anywhere by just signing 

into your Google Account and then selecting Google Drive. The easiest way of accessing 

Google Drive is by going to drive.google.com and signing into your Google Account. The 

alternative way is going to Google.com, signing in, and selecting the 9 dots on the left of 

your profile picture, you will then see a list of options appear including 'Drive'.  

Starting with 'Calendar', this is rather self-explanatory as clicking on this option will allow 

you to view your Google accounts calendar. Here you can see birthdays and tasks saved for 

specific dates as well as many other options to view.  

Next is 'Chrome'. Clicking on 'Chrome' gives you the option to see options such as, 'apps 

extensions', 'autofill', along with your 'bookmarks' and 'passwords', though you actually 

can't see your passwords that are saved as they are protected with encryption. You can also 
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scroll down at the bottom and select 'clear data' which will clear all of your Chrome data 

from your Google account. 

The next available option is 'Contacts'. This will give you a list of all of your saved contacts in 

your Google account, to the left of your screen you'll see many options such as 'frequently 

contacted', which you can see the people that you contact most frequently, 'import', 

'export', and even 'print'. 

Next up is 'Drive', by clicking on this it will send you to your Google Drive account. Here you 

can see all of the files that you have saved in your Google Drive as well as the files that are 

shared with you from others, you can also see how much storage you have left and if you 

would like to purchase more storage for the ability to save more files on Google Drive.  

The final option is 'Tasks'. Simply enough, in this section, you can see which Tasks you 

currently have.  

Each one of these selectable options comes with the ability to 'download' and the 'Help 

Centre' among other selectable options. There is no limit to how much information you can 

get from Google.  

Returning to the 'Data and Security' section, continue to scroll down to the bottom of the 

page where you will see 'More options'. Here you will have the ability to select 'Make a plan 

for your digital legacy', 'Delete your Google Account', and the 'Looking for something else?' 

section.  

'Make a plan for your digital legacy' is a way to set a plan in place for when your account 

has not been used for a set amount of time, usually, this is for when people pass away. You 

can select at what time Google should consider your account inactive, the default, if 

activated is three months. You then must add a phone number, a contact email, and a 

recovery email for which Google will contact you multiple times. Continuing to the next 

step is 'Who to notify and what to share' followed by 'Decide if your inactive account should 

be deleted'. These, of course, are personal decisions and will vary from person to person, 

but since you are operating a business with this account, your best decision would be to 

hand the account to another person with your login information as covered earlier. All of 

this will only trigger if activated as 'Make a plan for your digital legacy' is turned off by 

default, so no need to worry if you forgot to log in to your account for some time. 

The other section, 'Delete your Google Account' is as stated, a step-by-step way of deleting 

the account you are using. This is yet another reason why you should always be careful with 

who you share your password with, if your password gets into the wrong hands, this could 

start a chain of events that could cause your account to be deleted.  
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The final section 'Looking for something else' has already been covered previously, this 

section will appear at the bottom of each of the main selectable pages we cover in this 

education. Google will try to assist you the best they can if you feel as if you can't find the 

answer to your question.  
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Security 
 

Next up, on the left-hand sidebar is 'Security' and, once you click on that, it will start you off 

by seeing a large selectable option that will tell you if your account is secure or not. We 

have covered parts of this section in the earlier parts of this education, but let us review 

what Google has here, as it is important.  

Once you have clicked on the top option where it will tell you if your account is protected or 

not, you will be sent to the 'Security Checkup' page, the first of the new options will be 

'Turn on Enhanced Safe Browsing for your account'  which is Google's way of giving you a 

safer way of exploring the internet when you are signed in to your account, this is turned 

off by default and must be manually turned on if you are interested in this. As many of the 

extra Google Account options are, this is a personal decision and is based on how well 

informed you are about the internet, so I would recommend reading why Google offers this 

protection by clicking on the option and reading through what it has to offer. The section 

below is 'Your Devices' which will show you all of the devices that are currently signed in to 

your Google Account. If you see something suspicious here, and it is not one of your trusted 

employee's devices, make sure to click on the three dots on the right-hand side and click 

'Sign Out', this will log that device out, and change your password immediately. You can 

also click on 'Don't recognize this device?', for more information from Google. Next is 

'Recent Security Activity' which will give you any major changes that have happened to your 

account over the last 28 days, for example, it will show you if you have recently changed 

your alternate email address with the date available for you to view as well. 'Two-Step 

Verification' follows and will show you all of the ways you can sign in to your account with 

two-step protection, such as with an authentication app and phone number. That way if 

you lose access to one, you can have another way, so you don't get locked out of your 

account. Finally, is 'Gmail Settings' which will show you the email addresses you have 

blocked and a selectable option with the ability to unblock all of them. At the very bottom is 

an option to return back to your Google Account.  

Once you have returned to the 'Security' main page, you will now notice, once you scroll 

down, that we have just recently covered some of these options including 'Recent security 

activity', 'Signing into Google', 'Ways we can verify you', 'Your devices', and 'Enhanced Safe 

Browsing for your account'. Now, there are extra selectable options that can appear on this 

page such as, 'App Passwords' under the 'Signing in to Google' section, this is for when you 

need to sign into devices or apps that don't support two-step verification, you can see a list 

of them here. Another is 'Find a lost device' under the 'Your devices' section, this can give 

you the option to try and find a device that is missing or that could have been stolen. For 

example, clicking on 'Find device' then selecting your phone, will bring up additional options 
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for you to explore such as, 'Review Events', 'Find and lock your iPhone', 'Try calling your 

phone', 'sign out on your phone', and 'Reach out to your carrier'. Google has truly thought 

of all available options for keeping your account and devices connected to your account 

safe.  Under the 'Your devices' section, you can click on 'Manage devices' to get more 

information on each connected device. For example, you can click on your computer, and 

you will see what country it is currently located in and what browsers you are signed into, 

along with when you first logged in on the selected device. This is extra protection and a 

way for you to know if anyone is signed in to your account by seeing what country they are 

in and what browsers they are using. You can cross-reference this information with any 

employees who are using this account and make sure all of the information matches so you 

know which employee is using what device on the 'Your devices' page.   

Returning to the 'Security' page and scrolling down you will see a topic we have not yet 

covered which is 'Signing into other sites'. The three selectable options here are 'Signing in 

with Google', 'Password Manager', and 'Linked Accounts'.  

Let us begin with 'Signing in with Google'. Once you have clicked on signing in with Google 

you will be brought to a page that shows you all of the accounts that you have that are 

connected to your Google account, Google will present this in an easy-to-read list view. 

Each one should be recognizable to you as traditionally when you sign in to create an 

account you will use this Google account as your way of logging in to the desired App or 

service, it is a quick and reliable way, but extra password protection is always 

recommended when you have additional accounts that are connected to your Google 

account, for example, two-step authentication. 

Next is 'Password manager', by clicking on this will be brought to a page that shows you as 

stated in the title all of your passwords that are saved to your Google account. 

Finally, is 'App passwords', which we have already covered. This allows you to sign in to 

your Google account from Apps that don't support two-step authentication. 

One the bottom of the 'Security' page is 'Looking for something else?'. We have already 

covered this, and you can use this if you have any questions regarding the 'Security' page.  
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People and Sharing 
 

Continuing with our Google account, next up on the left-hand sidebar is 'People and 

sharing', in summary, this is regarding the contacts you have and your visibility while using 

Google services. Since we have already covered so much of what Google offers in your 

Account, you may start to notice some things we have already covered. As stated earlier in 

this education, Google will give you multiple ways of accessing information. 

Starting off, you will see 'Your family on Google' here you can create a group of people that 

will allow you to get more out of Google, you can start this by clicking the 'Get started' 

button. Since this is going to be a business account you may not need these 

recommendations from Google as much as a personal account would need them. There are 

great ways to, as a parent, watch over your children if they are using Google. You have the 

ability to share games, watch videos or even share pictures. If you are interested in using 

some of the services that Google offers in this section, one thing that may interest you as a 

business is that you can use the calendar app and share it with others in your created 

family. Keep in mind, if you decide to start a family group on Google you can only have a 

maximum of six people in it.  

Returning to the 'People and sharing' section, next up we will be covering 'Contacts'. In the 

'Contacts' section you will see four subcategories, 'Contacts' 'Contact info' 'Saved from 

interactions' 'Contact info from your devices', and 'Blocked' we will begin by covering the 

subcategory 'Contacts'. 

Once you have clicked on 'Contacts' you will see a full list of the contacts you have saved. 

First will be their name, followed by an email, then a phone number if you have added one, 

and finally job title & company. You can scroll over each contacted account and click the 

star button to save them as a favourite, click the pencil button so you can edit the contact, 

or, click the three dots for more miscellaneous options, including delete contact. On the 

left-hand sidebar, you will see multiple options including 'Frequently Contacted' which will 

show you the emails that you contact the most frequently, these don't have to be saved to 

your contacts list to show here. If you would like to see a full list of people, you have 

contacted through this account, you can click on 'Other contacts'.  

Returning to the 'People and sharing' section we will be continuing with 'Contact info saved 

from interactions' this, as stated, will save the information of the people that you have had 

interactions with on your Google Account. You can toggle this option on and off. 

'Contact info from your devices' is next on the 'People and sharing' page. This is also an 

option you can turn on or off, on this page it states: "You can choose to save information 

about your contacts from your signed-in devices in your Google Account, including whether 
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you contact them often." This option is turned off by default and must be turned on, on this 

page, to use this feature.  

The final part of the 'Contacts' section is, 'Blocked'. Clicking on this option will give you a list 

of the Google Accounts you have blocked.  

Next on the 'People and sharing' page is 'Location Sharing'. We have already covered this 

earlier in the education, it shows you a list of people you are sharing your current location 

with.  

On the 'People and sharing' page is also 'Choose what others can see' which we have 

already covered, by clicking on this it will send you to the 'About me' page. Here it will allow 

you to manage what only you can see on your Google Account and what information is 

shared with others.  

Before covering the 'Business features' page we will cover 'Share recommendations in ads' 

first as it is a smaller topic to cover and 'Business features' is a larger subject that will be 

broken down into multiple parts. 

Clicking on the 'Share recommendations' section will send you to the 'Share endorsements' 

page and the ability to turn it on or off, Google defines this as "Shared endorsements make 

it easy for you to get great recommendations from others. For example, when you visit 

Google Play, you may see that a friend has reviewed a new album by your favorite artist." If 

this is something that interests you, you can click on the box at the bottom of the page and 

opt in to this service.   

We will now cover, on the 'People and Sharing' page, 'Business features.'  This is going to be 

a larger topic that we will cover, as Google offers the "Business Profile Manager" that you 

can use to optimize your business on Google, we will cover that right after 'Business 

features'. Once you have clicked on 'Business features' you will be greeted with the option 

to turn on 'Business personalization', Google describes this as 'If you manage a business, 

you can get recommendations for tools that help you connect with customers. Turning on 

business personalization can provide a tailored experience with services such as Google My 

Business, Google Ads, Google Workspace, and Google Pay for Business. Adding your 

businesses to Search and Maps can help you reach more customers online.' This, like many 

of the other services that Google can offer you, will come down to a personal opinion, so if 

you feel as if this is something that will benefit you, take advantage of the opportunity and 

turn it on. This is turned off by default and must be manually turned on at this page. At the 

bottom of this page is the section we will be covering next, so either click on it here titled 

'Your business' or return to the 'People and sharing' page and click on 'Your business' under 

the 'Business features' sub-section.  



Digital Security for Opticians The Optical Group Jake Martin 

Once you have clicked on 'Your business' you will be greeted with a new page titled 

'Business Profile Manager' and here we will have many new options to cover.  

First, if you have not claimed your business yet on Google. Do so now. This is very important 

and will give you the ability to edit your business on Google. You can do this by clicking on 

this link and following Googles on-page steps: https://business.google.com/create/new  

If Google is giving you the alert that this is a 'Duplicate business' that means someone else 

has already claimed it, so click on 'Request access' and go through the steps that Google 

provides to resolve this. 

On the 'Business Profile Manager' page we will cover as many of these selectable options as 

possible, but keep in mind, that new options can appear at any time as Google is constantly 

adding new features. 

To begin, we will start on the 'Business Profile Manager' home page, you will see 'Home' 

already highlighted on the left-hand sidebar as this is the page we are currently on, you will 

notice that this has a similar layout to the Google Accounts home page.  

The first selection you will see once you have accessed the Manager is the newest features, 

currently, it is 'Now manage your Business Profile directly on Google Search & Maps' which 

will allow you, as stated in the title to edit your business through other Google features. To 

the right of that you will see 'Stay connected during COVID-19' giving you the option to 

adjust hours, appointments, and updates, making it simple for you to update your business 

on Google in the current climate. 'Get a professional email address for your team' is next 

and with this Google will give you a step-by-step process to getting a professional email, for 

example, if your business is Toronto Eye Care and you own www.torontoeyecare.com, you 

can use that as your email address. For example, it will be 

yournamehere@torontoeyecare.com, this will be your customer email domain. Next is 'Add 

a manager to your business' where you can invite more people to help manage your 

business profile. 'Complete your Business Profile' Google will give you the recommendation 

to add more information to your business on Google, such as adding a description or logo. 

'Manage your business on Google' Google states "Connect with customers and update your 

Business Profile directly on Google Search". 'Reviews' allows you to view reviews as well as 

respond to them. 'Learn more about your business' Google defines this as "Discover how 

customers find and interact with your business." Finally, 'Get messages from customers' 

which allows customers to send you questions regarding your products, this is done via an 

app from either Google Play or the App Store.  

You will see promotions on this page as well, including the current promotion 'Claim your 

$500 free advertising credit' Google will give you a step-by-step process to gain the ability 

to claim this credit once you click on the link Google provides.  
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Next on the left-hand sidebar is 'Info' which will give you access to change your business 

address, service area, business hours, special hours, phone numbers, website, attributes 

which include accessibility, business description, business opening date, and photos. On the 

right side of the page, you will see the ability to advertise, close your business on Google, 

and add advanced settings such as a store code.  

Next on the left-hand sidebar is 'insights', in which Google states "Get the insights you need 

to increase your customer base. With simple analytics, see how you compare to other 

businesses, how many customers find you, and how they engage with your business."  

'Reviews' as stated earlier Google gives you the ability to view your reviews as well as reply 

to them. 

'Messages' on this page it states "Let customers chat with you, and provide quick answers 

that get you business. Questions go straight to your phone without revealing your number."  

'Photos' You have the ability to view photos of your store, including changing your cover 

photo and logo. You can also sort by photos from the owner and photos uploaded from 

customers. You can even select if you wish to view photos from the exterior or interior as 

well as pictures of your team.  

'Services' here you can add or view services that you offer. 

'Website' Google will put together a website based on the information you have provided 

about your site as well as a domain and the price it would cost yearly. You can scroll 

through the website and see what Google's automated service has to offer and if it interests 

you. On the top left of the generated site, you will see the domain and by clicking on it you 

can scroll through all of what Google has to offer as long as it isn't currently owned by 

someone else. For example, it may be a .com site, .info site, or a .org site.  

'Users' You can click on here and add or edit current users ad view who has what 

permissions, it should state you as the owner.  

'Create an add' will send you to ads.google.com, you can go here to create your 

advertisements on Google.  

'Get custom Gmail' we have covered this earlier, by clicking here you can access the ability 

to create a professional email for your business.  

'Add new business' clicking here will direct you to a page where you can claim a business, 

with step-by-step help from Google.  

'Businesses' clicking here will bring you to a new page with an overview of all the businesses 

you have claimed. Here you should see your business and a small amount of information 

below it. You can click on the selectable box and click the newly appeared box 'Actions' this 
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will give you a drop-down of new selections such as insights, transfer business and remove 

business. Clicking on 'Reviews' on the left-hand sidebar will send you to the 'Reviews' page 

we have already covered, selecting 'Link to ads' will send you to a page that we will be 

covering shortly, clicking on settings will bring you a list of new options to go through. 

Clicking on settings will send you to a new page titled 'Email Notifications. Here you can 

view your chosen language and if you click on it, you can change it to your preferred 

language. You will also see your preferred email, important updates, customer messages, 

customer reviews, questions and answers, bookings, quotes, photos, business profile 

health, insights, product updates, posts, reminders, and feedback. Most of these can be 

either toggled on or off depending on which ones you deem as important to receive email 

updates for, the only option that cannot be turned off is important updates. The final 

option on the business page is 'Support'. This will create a pop-up window that will give you 

the ability to search for helpful information.  

Returning to the 'Business Profile Manager' the final option on the left-hand sidebar is 'Link 

to ads'. Once you have clicked on this option you will see this description on the page "See 

and manage link requests from other Google products, such as AdWords or Merchant 

Center." Along with a 'Learn more' option that you can click on to be sent to the specific 

'Google Business Profile Help' page and view extensive information about this service. This 

service can be helpful as Google states on this help page that "If someone wants to 

advertise your business or product on Google, they can request to link your Business Profile 

to their advertising accounts." 

Let us now return to the main Google Account page and finish the 'People and Security' 

section.   

The final part of the 'People and Security' page will have the 'Looking for something else?' 

selections as all pages do. So, if you feel as if you need more information, make sure to click 

on the links provided here and familiarize yourself with the service you wish to learn more 

about.  
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Payments and Subscriptions 
 

On the left-hand sidebar of your Google Account select 'Payments and subscriptions' and 

we will now begin to cover this section.  

The first selectable option you will see is 'Payment methods'. Here you will see 'Google Pay' 

or 'GPay'. You can add your payment method to pay for items on Google services, such as 

renting a movie on YouTube.     

Returning to 'Payments and subscriptions' you will next see 'Google Pay experience'. 

Clicking here will bring you to the 'Manage your Google Pay experience' page.  

The first option on this page is 'Personalization within Google Pay', this is another feature 

that you must turn on as it is set to off by default. Google defines this feature as such, "If 

you turn on Personalization within Google Pay, this data and additional info (like the 

location where you made a purchase) will also be saved and used to personalize your 

Google Pay experience."  

Also, on the 'Manage your Google Pay experience' is 'Payments profile', clicking here will 

allow you to view your payment methods, cards, and accounts.  

Next is 'Payments transactions & activity' which, as stated in the title of this option, is a 

history of your transactions for you to view. If you wish for this information to be hidden, 

you must opt in to 'Manage My Activity verification' by selecting the option at the bottom 

of the page. Here you will have the option to require extra verification, select this and you 

will then be given a step-by-step process from Google to help protect your account and 

unlock the ability to need extra verification to view and delete your 'Payments transactions 

& activity' history. 

'Payments transactions & activity' allows you to keep a record of all activity that goes on 

throughout Google Pay. You can scroll down throughout this page to see all activity and you 

will also have the option to delete all or certain periods of transaction history. Remember, if 

you see any suspicious activity, remove your payment methods, and change your password. 

Also, contact the company of the credit card or whichever payment option you choose and 

inform them of any fraudulent activity.  

'Purchases' is another option you can review and once clicked you can see your purchases 

made by Search, Maps, and Google Assistant, it is necessary for tracking items you buy and 

reviewing transactions. At the bottom of this page, you can see the clickable link 'Search for 

other purchases in Gmail', once clicked it will send you to Gmail and will search your 

mailbox for orders, this includes eBay, FedEx, and, UPS. This can be a handy tool for 

searching for a specific order or delivery. Keep in mind this may not show everything and 
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the best way to find what you are looking for in Gmail is to search with keywords, such as 

the company, item purchased, and confirmation number.   
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Account Storage and Google One 
 

'Account Storage' is your entire Google Account put together to show how much storage 

you are using and how much remains, clicking here will send you to the Google One, 

one.google.com, and you will be located in the 'Storage' section of the website, as seen on 

the highlighted left-hand sidebar. You should have a maximum of 15GB to use unless you 

have purchased more from Google One. The total amount is calculated by how much of the 

storage you have used while on your Google Account such as, Google Drive, Gmail, and 

Google Photos. 

 Scrolling down on this page you will find 'Ways to use your Google Account storage'. You 

will see 'Back up your phone', Sync media in Google Photos', 'Store file in google Drive', and 

'Share attachments in Gmail'. Each one of these options will give you a drop-down box 

when you click on them for more information.  

Below that is the 'Get your storage back' with a clickable link 'Free up account storage' that 

will send you to a page with a breakdown of how to clear up more room for you to use. You 

will see 'Discarded items' which are your Deleted items, Spam emails, and Deleted files. 

Below that you will see 'Large items' which are Emails with large attachments, Large files, 

and large photos and videos. Each category will give you a total amount of space you can 

free up if you follow Googles step by step process. Make sure not to delete anything you 

are still using, such as email attachments that you may still want to hold onto as proof of 

sending or if you don't have it saved on certain computers. The most likely one you will 

want to empty is 'Discarded items' which are the Deleted items, Spam emails, and Deleted 

files. Under that is the 'Other items' section which will show, as stated in the title, other 

items that Google finds that may be taking up space in your account, such as unsupported 

videos.  

Returning to the Storage section, scroll back down until you see the 'Choose the Google 

One plan that's right for you' title. You will see your current free plan, which is 15GB, and if 

you are interested in purchasing a larger amount of space. You will see different plans here 

that you can choose along with benefits you will have if you decide to expand and purchase 

price.   

'Get more with Google One' is below that and this will list more benefits for you if you 

decide to subscribe to a plan, clicking on the 'Get more storage' option that is present will 

send you back up to the 'Choose the Google One plan that's right for you' section.  

The final section of the 'Storage' page is the 'Storage Questions?' part. Here you can click on 

the 'Go to the Help Center' button that will bring up a new page with searchable articles to 

help find the answer you are looking for.  
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Moving back to the Google One home page, let us move backward and select the 'Home' 

Page next on the left-hand sidebar since we started on the 'Storage' section. 

On the Google One home page, you will see the title 'Storage and more with Google Plus' 

underneath that headline will be another that says 'What you can do' followed by three 

selectable boxes. The first one is 'Get your space back', this one we just covered, it will 

direct you to the 'Storage Manager' page and will assist you with removing files you no 

longer need so that you can free up space. The next box is 'Get the most out of Google 

One', this being an email opt-in feature that will send you periodic emails with information 

about features, offers, and invites. If you feel as if you want to be kept as up-to-date as 

possible, this is something you may want to opt into. The final option is 'Download the 

Google One App' with a link to both Google Play and the App Store. 

Scrolling down on the home page you will see a small 'Storage' section with how much 

available storage you have left along with the total amount used. At the very bottom of the 

home page, you will see 'Google One FAQ' with information about the most frequently 

asked questions regarding Google One.  

On the left-hand sidebar, the next available option is 'Benefits'. Clicking on this option will 

bring you to a new page and a description stating "Enjoy up to 10% back on all Google Store 

device purchases. You'll also unlock Google Play credits, extra Google Photos editing 

features, and more offers throughout the year." At the bottom of the page will be a 

clickable link that says 'Upgrade', so once again, if this is something that may be of value to 

your business, look into a potential upgrade through Google One.  

The next option on the left sidebar is 'Support', this page will give you information about 

the support team you will gain access to when you subscribe to Google One, including a 

chat option to speak with an expert as soon as possible or an email option, so you can send 

off an email and continue with your business operations and they will get back to you with 

all of the answers you seek. Both of these options are available 24/7. Below these 

selectable options, you can select the language you wish to speak to the experts with. 

Under the previous section is a 'Recommended for you' portion. You can select the Google 

service that you wish to learn more info about and read popular articles that may answer 

your questions, if you scroll through the articles and don't find your answer you will see an 

option to either chat or email an expert.  

The last three reviewable options at the bottom of this page are 'To unlock help with 

Google experts, upgrade to a Google One membership'' with a clickable link to upgrade, 

'Review your support history' where you can go back and see your interactions with the 

support team, and 'One membership to get more out of Google' with another button to 



Digital Security for Opticians The Optical Group Jake Martin 

upgrade. Both the upgrade selections will send you to the same page with the Google One 

plans.  

The next option on the left sidebar is 'Plans' which will send you to the same page we have 

covered multiple times. This page shows all of the available Google One plans you can 

subscribe to.  

The final left-hand sidebar option is 'Settings'. Clicking on this will bring you to the 'Google 

One settings' page and you will see 'Manage email preferences' where you can opt into 

'News and feature updates', 'Benefits and offers', and 'Research and surveys'. All three of 

these are turned off by default and you can manually toggle on the ones that interest you 

to receive emails regarding that topic.  
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Payments and Subscriptions Part 2 
 

Returning to the main Google Account homepage let us continue with 'Payments and 

Subscriptions'. Scroll down and select 'Subscriptions', here you will find all of the 

reoccurring subscriptions that you have set up with your Google Account. Clicking on this 

option will give you a full list of the subscriptions you have opted into and will be billed for 

either a monthly or yearly process. 

Next on the 'Payments and Subscriptions' page is 'Reservations', this will give you a list of 

the reservations made by Search, Maps, and Google Assistant. Reservations include events 

such as flights, hotels, and events. Clicking on the 'Reservations' option will give you a list 

that will display all of your upcoming reservations. You will also have the ability to search 

for reservations using Gmail.  

At the bottom of the 'Payments and Subscriptions' page is the familiar 'Looking for 

something else' help options.  
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About 
 

The final selection on the left-hand sidebar of your Google Account is 'About'. This will send 

you to a page that will give you important information about your Google Account. You will 

be redirected to an 'Overview' page, this page will give you info about how it can help you, 

protect you, and how it is built for you. You can also toggle over to the 'Privacy Tools' at the 

top of the page and learn more about how you can manage your privacy when using Google 

products. You will see 'Google Search personalization', 'YouTube Search and Watch History', 

'Ad settings', and 'Opting out of Google Analytics'. Each one of these selections will give you 

multiple options including the ability to view and delete your history, opt out of certain 

services, as well as an auto-delete feature. Overall, this is a great way of keeping your 

history private and the ads you see up to date with what your interests are.  

That concludes the overview of your Google Account for your business, remember, Google 

is constantly changing services and help features so don't be afraid to familiarize yourself 

with certain available options.  
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Protecting Yourself with Outlook 
 

Outlook is currently the number two service provider for emails in terms of the number of 

accounts created. If you are someone who prefers Outlook or has an Outlook account as 

well, here we will be going over what you can do to better protect yourself online as 

Outlook offers some of the best protection measures possible. This includes the well-

respected 'My Sign-Ins' in the 'Recent activity' section, which gives you a pinpoint location 

of sign-ins to your account. This is the perfect way for you to track if someone else is getting 

access to your account as it will show you the precise location of all logins. See someone 

sign in from British Colombia yet you live in Ontario? Then that means someone has access 

to your account.  

We will also cover other sections in Outlook to help protect your account including, 

'Security Info,' 'Passwords' and 'Organizations'. 

The begin go to outlook.ca and sign into your account, from here go to the top right of your 

inbox and select your initials with a circle around it, then once you have clicked that icon, 

select view account.   
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Outlook Overview Homepage 
 

On the Account homepage on Outlook, everything you see on this page will be the same as 

you see on the left-hand sidebar, while Google's account homepage varies, Outlook, to 

some, is more organized and easier to understand.  

The first thing you see on the homepage is your name and email address, these can't always 

be changed as you must be an admin of the company to have the ability to edit them. If you 

have an IT team looking after your emails, contact them and they will have the ability to 

change it, if you are an admin, you will have editing abilities.   

'Security info' is the first selectable section here and if you click on update info it will give 

you the ability to add security measures to log in and also recover your password. Click on 

add method and a drop-down bar will appear giving you multiple ways to add security 

measures these include the authenticator app, phone, alternate phone, and office phone. 

Once you have chosen once, you can follow the steps to add security measures to your 

account. Also available here is an option to log out everywhere, this works best if you have 

an item with an automatic login that gets lost or stolen or you used a public device and 

forgot to log out. This way you know for sure that all devices have been logged out of your 

account and you can now start fresh with new logins.  

'Password'. The next available option is the password option, this will give you the ability, 

once clicked, to change your password. You will need to enter your old password and what 

you would like to change it to. Outlook allows from 8-256 characters; it is always best to 

have your password as complex as possible to prevent potential hackers.  

'Devices' is next and here you can see your connected devices and the ability to disable 

devices as well.  

'Organizations'. Clicking on this option will show you the 'Home organization' that you are 

currently a part of. You will notice if you are part of an organization that you may not be 

able to leave it, this is only allowed to be done by admins. If you are one, you will have 

different options available. Underneath, you will see 'Other organizations you collaborate 

with', this will show you the other organizations that you are a part of as a guest.  

'Settings and Privacy' is the next option. Clicking on here will bring up personal options that 

will allow you to change certain selections that best apply to you. Once clicked, you will see 

you land on the 'Language and Region' tab, this will allow you to change your display 

language, preferred languages, as well as the ability to translate to certain languages. 

Underneath you can change your regional format, and time zone. Clicking on the 'Privacy' 

tab you can see the ability to download your 'Microsoft Search History' as well as 
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'Download History' by clicking on the 'Microsoft Search History' tab. Clicking on the 

'Insights' tab brings up this information from Outlook, along with a togglable option "When 

this feature is on, your collaborative work in Microsoft 365 helps to calculate which content 

is recommended to you and to those you work with. For example, recommendations might 

show up as documents or SharePoint sites in profile cards, Delve, Office.com, and other 

locations." Under this, you will see your 'Organization's Notice' which will show you the 

terms of use from your organization. Next is 'Microsoft's Notice' which will show the 

Microsoft privacy statement and under that is 'Contact Preferences' which allows you to 

check off if you want emails about Office 365. This is checked off by default.  

Next on the homepage is the 'My sign-ins' with a 'Review Recent Activity' selectable option, 

this, as stated in the intro, will show you all of the activity on your account. You can see 

options such as the time logged in, if the login was successful or not, the location, operating 

system, browser, IP, app, and the account. This is an extensive amount of information but 

can help inform you of any activity that isn't yours. Remember, if you see any suspicious 

activity, use the option we covered earlier regarding logging out of all accounts and change 

your password immediately. Also, Outlook has an option called, 'Look unfamiliar? Secure 

your account.' Click on this for more security options.    

Next on the homepage is 'Office Apps' and 'Subscriptions'. Clicking on either one of these 

will send you to a new page with different options, you can click on either one as both will 

send you to the same area that we will be covering next.  

Once you have clicked on 'Office apps' or 'Subscriptions' go to the left sidebar and click on 

'My account'.   
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Office Apps and Subscriptions 
 

On the 'Office Apps' page after you have selected 'My Account' on the left-hand sidebar you 

will notice multiple new options for you to explore. 

'Office apps and Devices' is the first option; this gives you the link to download office and 

install the apps that Office offers. The other option here is 'View apps and device', once 

clicked you will have the option to download office, download Skype, and install office on a 

mobile device or tablet.  

'Subscriptions' shows you what you are currently subscribed to. The default option typically 

for a business is Microsoft 365 Business Standard.  

'Security & privacy' will send you to your Microsoft account leaving the Office section. We 

have covered this section earlier. 

Finally, 'Apps and Permissions' will show you all of the authorized apps that are connected 

to your account. Typically, you will have approximately 28 apps by default connected. These 

are apps such as Excel, Word, Calendar, etc.  

Next on the left sidebar is 'Personal Info' which will show you your typical information such 

as your name, email, and your address if you have added it.  

The next four on the left are, 'Subscriptions', 'Security and Privacy', 'App Permissions', and 

'Apps and devices'. All of these we have just covered from the home page; Office gives you 

multiple ways to access these pages.  

The last option on the left bar is 'Tools and add-ins' which once selected you will see new 

options such as, 'Microsoft Support and Recovery Assistant for Microsoft Office' this is for 

troubleshooting issues with Outlook or Office. 'SharePoint Designer 2013' for modifying 

SharePoint sites. 'Language Accessory Pack for Office' allows you to install and add 

additional tools for Office.  
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In Conclusion 
 

This concludes the education "Digital Security for Opticians" presented to you by The 

Optical Group and written by Jake Martin. Once you have completed the Quiz, please allow 

up to one week to receive your certificates as they are manually created for each 

completion.  

We hope you learn not only how to protect yourself from online threats, but also how to 

protect others. The online world is constantly changing and evolving at a rate that most it is 

mostly impossible to keep up with every topic regarding safety online. New scams are 

created every day and malicious software continues to get started, so keep yourself up to 

date and don't be afraid to inform others about what you have learned.  

While it can be odd to keep information and passwords in a physical form instead of 

digitally, it ensures the safest way of protecting your business from a potential threat.  

Never be afraid of keeping yourself up to date with all of the latest information that either 

Google or Outlook has to offer, as it can not only protect you, but you can help others by 

spreading your knowledge.   
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Thank You to The Optical Group and All of our Readers 
 

A special thank you to The Optical Group for allowing us to continue our path of creating 

education for all the Optical Professionals in Canada. We hope to bring more quality 

content soon. A special thank you to everyone who continues to read and take our 

education, we are constantly amazed by the positive feedback we receive, and we are 

thankful to all of the wonderful people we have met and continue to meet in this amazing 

industry. Stay safe! 

 

Make sure you stay up to date with all things education and earn more credits at 

https://www.theopticalgroup.ca/pages/education 
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Quiz 
 

Please allow up to one week to receive your certificates as they are manually created for 

each completion. 

 

 

CLICK HERE FOR THE QUIZ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://docs.google.com/forms/d/18y04hy3Vb-tDv1HLNvMernOt1Ocaptu69mgnSB13jto/edit
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Follow us on social media and connect with us on LinkedIn! 
 

Simply search The Optical Group on Twitter, Facebook, Instagram, or LinkedIn and keep up 

to date with all things in the optical industry. Make sure to visit theopticalgroup.ca 

frequently for the most up-to-date information and the newest education. Connect with me 

on LinkedIn to stay up to date with my most recent educational releases and important 

information surrounding the optical industry.  

Click here to connect: https://www.linkedin.com/in/jake-martin-458b14131/ 
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