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AND BY DRASTICALLY INCREASING THE AMOUNT
OF LEAD IN THE WATER sUPPLIES OF THE WORLD,
WITHIN THREE GENERATIONS, WE SHALL

HAVE CREATED A HUMAN LEVEL

ARTIFICIAL INTELLIGENCE/

Any Al can be made
“human level” by
lowering all human
v intelligence.
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Key Areas Where New Algorithms Can Improve
Enterprise’s Security Posture

1 2,

Infrastructure Identity and
Protection Access Management

3 4 5

Risk Application Security
Management and Data Security Operations
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Infrastructure
@ Protection —
Prevent:

Threat Detection
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Machine Learning for Threat Detection

i

Classification Classification Social Graph
Static and dynamic analysis Content and header Links — server and sender IPs

Source . Gartner

ID: 466678_C G
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Sometimes You’re the Cat and Sometimes You’re
the Mouse: Attackers Like “Al” Too

Using reinforcement learning to evade machine learning based malware detection:

Markov Decision Process Formulation of the
Malware Evasion Reinforcement Learning Problem

I Environment

/

Malware —!
— malware Sample

reward

state , Agent

action

Source: “Learning to Evade Static PE Machine Learning Malware Models via Reinforcement Learning,” arXiv
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https://arxiv.org/abs/1801.08917

Infrastructure
Protection —

Deftect:
Behavioral Analysis
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Sample Detection
Leveraging Machine Learning
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Unusual Interactive Traffic from an External Endpoint Mar 31 11:00

RISK COMMAND & CONTROL, ACTIONS ON OBJECTIVE lasting an hour

10.10.12.9 appears to be remotely controlled through an interactive shell by the external endpoint 52.225.114.174. This behavior indicates that
10.10.12.9 has been compromised by a user outside of your local network.

Protocol and ports linked to interactive traffic:

« TCP443<->61040

-$. OFFENDER {e> VICTIM

. 52.225.114.174 @ workstation-admin-x05
er31.sjc.sl.example.net 10.10.12.9

Acknowledge Investigate This Detection =

Source: ExtraHop




O Geographically Unusual Remote Access ~ ©® |-Ode8d37876¢cfcd3e4 ~

Status Open
ID 1453

Device has been accessed from a remote host in a country that doesn't normally access the local network.
Description For example, a local server accepting an SSH connection from a foreign source would trigger this alert.
This alert uses the Remote Access observation and may indicate misuse or a compromised device.

Source: Cisco Stealthwatch




Suspicious Remote Desktop @ QIO

Lateral Movement

Assign gy Share [ Investigate in Cognito Recall ()

v Unusual keyboards for this network used with server 192.168.12.11

(© Mar 29th 2020 18:47

RDP Client Token: andyb

LJ RDP Clientname: hacktool

=) Product ID: xyz

% Unusual keyboard layout: Serbian (Cyrillic) - 3098

E=3 Normal keyboard layouts for this network between: Mar 29th 2020 - Mar 29th 2020 18:47

Hebrew - 1037 Finnish - 1035 us-1033

French - 1036 Spanish - 1034

Source: Vectra




Rule-based
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Rule-based

+ Supervised
Learning

+Unsupervised 4 Deep

Learning

Learning
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With Machine Learning for Threat Detection, the
Details Matter
* EXxpect incremental, not transformative results

» Match the threat detection technology with the
threat environment

* Prioritize questions on the scope of ML techniques,
rather than the efficacy

 Measure, measure, measure
* Anticipate "ML maintenance” costs
 Combine new techniques with proven ones, don't replace
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identity and
Access Management
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IAM Machine Learning Use Cases

|dentity Analytics Online Fraud Detection

Governance ldentity Proofing Behavioral Profiling
o
/Center of I;I LA e \
o role cluster °. @
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o
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Entitlements i
Smart Cluster Analysis Image Recognition Rule-based + (un)supervised

machine learning + deep learning
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Improve Your Organization’s ML Skills
Before It Is Necessary

Gartner



Involvement Required Understanding

» Set expectations * Al hype vs. reality
» Approve select Al experiments Al maturity for security use

ool « Recommend select use of Al Architecture impacts
« Define evaluation metrics  Algorithms (high level)

Technical Advisors

: « Data usage
« Ensure compliance

Avoid f « Data flows
Privacy Leaders welahries e Data control
» Adapt workflows « Engine tuning options
« Measure and report efficacy « Automated decision “logic”
LD AL . Explain “Al results” * Is ML the best tool or not?

Source: Gartner
ID: 466678 _C
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Risk Management
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Emerging Risk Management Use Cases by
Applying ML/NLP

Use Cases

Detect similar controls when
a new compliance requirement
IS introduced

Supervised Training

Cluster similar controls

ML/NLP } Pattern Matching —across different frameworks

@) or business entities

Accelerate risk mitigation effort
when a new app or change
or third party is deployed

Suggestion Engine

Gartner
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Better Identifying Privacy Risks

Using techniques such as ML, computer vision and
NLP to automate both static and dynamic tagging,
ultimately to delivery governance agility.

Gartner



Discovery

Résumé
Document

Enrichment

Personal

Sensitive

DOB: 19760822

Last_Edit: 20190326

Region: India

Control

Facilitate controls relating to
personal data handling and
privacy rights

Facilitate controls relating to
employment law and data
ownership within the organization

Facilitate controls when managing
data belonging to minors

Facilitates data retention controls

Facilitates data residency controls
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Governance

Agility
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Application and
Data Security
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Machine Learning’s Maturity Varies With
Use Cases
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Behavioral analysis complements Started with data discovery and
reputation, rule and fingerprinting. categorization. Growing use for DLP.
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Security Operations
— Respond
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Security Operation Automation

Asset Discovery Policy Automation Orchestration
Context Triage
Enrichment
Population

* The value of automation stops where accountability begins.
* Good solutions enable continuous learning and incremental changes.




Optimizing Costs With Al

Don’t buy Al. Purchase complementary techniques with measurable results
against your higher risk threat vectors.

Do competitive Proof of Concept once you have the outcome-driven
metrics ready.

Favor short-term (one year) subscriptions.

Focus on people and process before the tool. Al won't replace staff.

Gartner




THAT WAS SURPRISINGLY
EASY. HOW COME THE
ROBOTIC UPRISING LUSED
SPEARS AND ROCKS
INGTEAD OF MISSILES
AND LASERS”

IF YOU LOOK TO '

HISTORICAL DATA,
THE VAST MAJORITY
OF BATTLE-WINNERS
VsED PRE-MODERN

WEAPONRY,

Wrapping Up
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State of Al Across Security Leaders

Key Initiatives

Infrastructure
Protection

Identity and
Access Management

Risk Management

Application and
Data Security

Security Operations

Threat detection (malware, spam, phishing, ...)
Anomaly detection (network, endpoint, ...)

|dentity analytics (governance, identity proofing)
Online fraud detection

Compliance
Privacy risks

Bot mitigation
Data discovery and categorization

Asset discovery
Policy automation
Security orchestration
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Recommendations

& Embrace Al in security for uses where there is no shortage of high-

guality training data.
© Use machine learning as a complementary technique.
© Set technology as staff augmentation, not replacement.
& Choose metrics before you start evaluating.

© Test (on your data), test (to solve your problems), test
(against others).
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Action Plan for CISOs

Monday Morning:

« Review existing use of machine learning in security and risk management
« Survey your team about promising uses of machine learning
Next 90 Days:

« Measure more reliably with consistent metrics for each use case
* Prioritize areas for machine learning experiments

Next 12 Months:

« Experiment machine learning as a feature, where you can evaluate efficacy
« Standardize framework for evaluating new algorithms
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Recommended Gartner Research

£ 5 Areas Where Al Will Turbocharge Privacy Readiness
Bart Willemsen (G00380045)

£ Practical Privacy — Discovery Automation of Privacy Risk
Nader Henein and Marc-Antoine Meunier (G00376386)

L Market Guide for User and Entity Behavior Analytics
Gorka Sadowski, Jonathan Care and Others (G00361156)

For information, please contac ur Gartner representative. G t
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Recommended Gartner Research — IAM

£ Modernizing IAM Architecture With Machine Learning
Mary Ruddy (G00386813)

£ Transform User Authentication With a CARTA Approach to
ldentity Corroboration
Ant Allan and Jonathan Care (G00345217)

£ How to Select a Machine Learning Vendor for Fraud Detection
In Online Retall
Akif Khan and Jonathan Care (G00382774)
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